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I[lamsaTka o cnocofax couuaabHOM HHKEHEPHUN H HeoOXO0AHMBIX Mepax
0e3011aCHOCTH

COLlVlaﬂbHaﬂ WUHXCHEPHUSA WJIM «aTaka Ha HCJOBCKa» JT0 COBOKYITHOCTH
NCUXOJOTHUUYECKUX U COLHUOTIOTHUHCCKHUX ﬂpMéMOB, METO/1I0B H TCXH()ﬂOFMﬁ, KOTOPbLIE
NO3BOJIALOT [10JIYYUTh JOCTYIT K KOHDUACHLIMANLHOH niopMaLMH.

KubepripecTylTHUKHA BCE 4alle MCIOJIL3YIOT METOAbl COUHAILHON MHIKEHEPHU
JUIsl IPOHUKHOBEHHUS B HH(PACTPYKTYPy OpraHM3allky 1pH LeneBol atake. CoriacHo
CTATHCTHKE, KOJMYECTBO aTaK C MCIOJb30BAHHEM COLMABHON MHXeHepuH B 2021
Trofly BLIPOCIO Ha 216%. 3110yMbILLIEHHUKH, IPEIIPHITMMAst TONBLITKA HAUTH JOCTYII
K CHCTEME MJIH LEHHBIM JAaHHBIM, HCIIOJIB3YIOT CAMOE YA3BUMOE 3BEHO — YEJIOBEKA.
[Ipocroii npumep — TeneOHHbIH 3BOHOK, [JI¢ NPECTYNHUK BBIIAET ceOf 3a KOro-To
JIPYroro, NbITasch y3HaTh Y abOHEHTa KOH(UAEHUMANbHYIO HH(OPMALHUIO, UTpas Ha
YyBCTBAX UYENOBEKa, OOMaHBIBAs WM IIAHTaXHpysA ero. K COXajeHWIo, MHOTHE
MPOAOJDKAIOT IOMAagaThCd Ha TaKWe JIOBYUIKH W JIOBEPUMBO  PACCKA3bIBAIOT
CONMAIBHBIM XaKepaM BCE, UTO UM HYKHO.

UenoBeueckuid (aKTOp MO-NIPeKHEMY ocTaeTcs ciabbiM 3BEHOM B JIOOOH
CUCTEME 3allMThbl, [10ITOMY CErOAHS Kak HHKOINJa BO3pacTaeT MOTpeOHOCTb B
00y4eHHU COTPYAHMKOB OCHOBAM MH(POPMALIMOHHON 6E30MIaCHOCTH.

Taxke CTOUT OTMETUTb, YTO Ha TEKyUIMHA MOMEHT COLMAbHAS HHXEHEPHs
YCTAHOBHJIA MPOUYHYIO CBSI3b C KHOEPNPECTYMHOCTBIO,

PaccMoTpuM camble MOMyJisipHbIe MeTO/1LI COIHAJIbHOI HHKeHepHH

Tak HaspiBaeMas «ATaka Ha YeJOBEKa» MOXKET [POH3BOAMTBCA MO MHOTHM
CLEHApHsIM, HO CYLIECTBYET HECKOJbKO Hanbosiee pacrpOCTPAHEHHBIX TEXHUK
paboTs! 3TOYMBIILICHHHUKOB.

DOuuiHr

OcHoB1101 YROP 11d 1EGIUMAMELILOCIHb.

Mertoj c60pa MOJIB30BATENBCKUX JaHHBIX JUIS ABTOPH3AlLMH — OOBIYHO 3TO
MAacCOBBIE pACCBUIKM CIlaMa 110 3JeKTpoHHOM noure. B kiaccuueckom cleHapvu
Ha [I0YTY KepTBbl IPUXOAUT IOAACIBHOE [MMCbMO OT KaKOH-TO H3BECTHOU
OpraHM3alliy ¢ MpockOoil MepeHTH 10 CCBUIKE W aBTOPHU30BaTLCA (BBOX KOMOHHALMH
JOTHH/Mapoiib). UToObl BbI3BaTHL OONblUE HOBEPHHA, MOIUEHHMKH NPUAYMBIBAIOT
CepbE3HbIE LIPUUHHbI IS 11EPEX01a 1O CChUIKE: HALPUMED, [POCAT NOTCHUMAIILHYIO
KEPTBY OOHOBMTb [ApOJb MM  BBECIM  PA3JIMYHOIO  POAA NEPCOHANLHYIO
undopmaunto (PUO, Homep Tenedona, K0JKHOCTb K T.4.).

Tposin

Ocrog1Loti ynop 1a 1esiuMamensiocms, 006epue.

Bupyc He 3ps HOMy4us ¢BOE HAa3BAHUC 110 IIPUHILMITY pabOThl TPOSHCKOIO KOHs
u3 ApesHerpedeckoro  Muda. ToJbKO UPUMANKOH 34€CL  CTAHOBUTCA email-
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co00ILEeHHE, KOTOPOE MPH KIACCHUYECKOM CLIEHAPUH MOILCHHUKOB 0Oellaer ObicTpyto
l'lpl/l61)lllb, BbIMIPbILL WKW APYTUE «30J0TbIC IOpbl» — HO B pPE3YJbTAT€ HCJIOBEK
[OJIy4aeT BHPYC, C TOMOIIBIO KOTOPOTO 3JOYMBILUIEHHHKH KpalyT ero JaHHEIE.
JlauHbIE BHJ aTakd TOXE HEeoOXOOWMO OTHOCHTL K METOJaM COUMabHOM
WHXKCHEPUH, IOTOMY YTO CO3[aTeM BMpYCa Kak [PaBHIIO XOPOWIO 3HAKOT, Kak
3aMacKMpOBAaTh BPENOHOCHYI MpOrpamMmy, 4YTOOLI Bbl HaBEpHsKA KIMKHYJIM IO
HY>KHOW CCBIJIKE, CKa9alli U 3aItyCTHIH (aiii.

YacTto COTPYAHHWKHM HElpeAHAMEPEHHO IIOMOTaloT 3JIOYMBILIJIEHHHKY B
pa3BUTHK aTaKH, MEPEChlIas 3apaKeHHOE MUCbMO KOJUIeraM ¢ MpochOOH OTKPBITh
BJIOXEHWE WM MEepedTH no ccbuike. Hampumep, B Tene nuchbMa HCMOJIB3YIOTCA
(GOpMYyJIMPOBKH M3  TMOBCEHEBHOH  CNyKeOHOW  NEATENBbHOCTH.  «YBaXkaeMble
HaYyadbHHUKH MOApa3JesieHuH, HampapiidieM I'paduK OTIYCKOB Ha TEKYIUMH Tof.
[Ipocum poBecTH 10 COTpyAHMKOB M T.1. C ypaxkeHHeM, orzen kaipos». Ilpu
NOJIOKUTENLHOM ISl 3JI0YMBILIICHHUKOB PA3BUTHH COOBITHIH MUCBEMO MEpechbUIaeTcs
10 OpraHu3auuy. B ¢BOIO O4epenp COTPYAHMK, [ONYYHBLIMH TMCbMO YK€ OT CBOETO
KOJUIETH aDCOJIIOTHO HE 110/103PEBACT O HaJlMUYMK CChUIOK Ha BpeaoHocHoe T10.

Kak TOnbKO 3J0YyMBILLIEHHUK YOeduics, 4TO COTPYAHMK MPHHAI €ro 3a
KOJUIETY WM KaKOe-TO JOBEPEHHOE JIMLO, PACIPOCTPAHMII UCLMO O OpraHM3alMHy,
B XO[€ JanbHeHileW MEepPenuCKU OH MOXET MOMbITaTbCst [OAYHHTh HYXHYIO €My
MH(OPMAIIUIO, HE BbI3bIBas 110103pCHUI. Tak MOXKHO Y3HATb BEPCHIO HCIIOIb3YEMOIO
[10, Hajnuuue aHTHBUpYCa Ha paboyeM KOMIIBIOTEPE, 3JIEKTPOHHYIO MOYTY JAPYIHX
COTPYAHHUKOB, HOMEpa MOOHUIBHBIX TEIE(OHOB, CTPYKTYpy KOMIaHHH. Bce 3T0
NPEeACTaBAseT LUEHHOCTH M MOXET MCIMOAb30BATLC TPH  IUTAHHPOBAHWH U
MPOBEAECHUN NOCAEAYIOHX COLMOTEXHHYECKHX aTaK.

3/0yMBILUIIEHHUKY  HACTO  OMMPAIOTCH Ha  CTpax, KaJHOCTb, HAAEKIbl,
OXKHUAAHUA W APYIHC IMOUMK, KOTOPbLIE MOI'YT 3aClaBHTbh I10JIb30BATE/A noaaarbCs
CHIOMUHYTHOH cnaboctu. Korza BHE3aNHO Ha MOYTY MPUXOAMT MUCBMO «CIMCOK
COTPY/AHMKOB HAa YBOJBHEHHE» — MOJb30BaTeNb 3a0biBaeT 00 371EMEHTapHbIX
npaBuiaax TEXHUKKW KnOepOEe30MacHOCTH, OH AAKE HE 3a4yMbIBAETCA, MOUEMY €MY
BOOOILLE NPHLIA0 MOJOOHOE MHCHMO.

Yacrto ObiBaer TaK, 4YTO UMEHHO TEMa ItUChMa II()6y“/K,'lZ‘lC‘l‘ COTPYAHUKA OTKPbITh
€ro, NepeiTy 110 CChUIKE, CKAYaTh U 3allyCruTh (ali, e pasdupasch — KTO ajpecaT
W [oYeMy JOMEH OTIIPABUTEIIS HAIIMCAH KaK-TO CTPAHHO.

Ecay HeZOCTaTOYHO BHUMATEIEHO OTHECTHCH K MPOYTEHHIO TAKOTO NHChMa, TO
MOABOX 3aMETHTEL HETIPOCTO.

[TpeackazyeMo cTpax yBOJIBLHEHHS HIIH COKPAILCHHS ~— J10CTaTOYHO MOLUHBIH
takTop, 4ToOblI 3a0bITH O lpaBwiiax HHOOPMALMOHHON 0e30TMaCHOCTH: MHChbMa C
TakoW TeMol B OOJIBIIMHCTBE CAy4aeB HOOYXAand MOJb30BATENEH COBEPIINTH
MOTEHIIUAIIBHO ONACHOE JeHCTBHE. BBICOKMIA NPOLEHT ycriexa IOKa3hIBaIOT MHChMa,
rIe ecThb  CJIOBa  «IPeMUsh,  IOOIUPEHHE»,  «IOBBLINIEHWE  3aphaaThiy:
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3H0yMbIlllﬂCHHMK MOXKET TAKXKC HOIBITATLCH IIPHUBA3ATH FEMY PACCHUIKW K KAKOMY-TO
3HaMEHATCJ/ILIIOMY COObITHIO (cciu pactojiaract, HatipuMcep, CBCUCIHNUAMU O HCABHO
npomeaneM B KOMIIaHHH KOpTlOpaTHBe), l’lpO(pCCCHOHaJ’Ibe]M H rocyaapCTBEHHBIM
MpasaHuKaM.

JopoxHoe s16J10K0

OCHOBHOU YROP HA D0BEPUUBOCIb, TIVOOALINCINGO

[lpeactaBnsger coOOH  aamTaLlMio TPOSHCKOrO KOHS H  COCTOMT B
HCITOJIb30BAHUH thrzugecKux HOCHTeJIeH (CD, druI-HakonuTeNen).
3710yMbILIEHHHK  OOBIMHO MOAOpAchiBaeT TAaKOH HOCHTENb B  OOIEJOCTYITHBIX
MecTax Ha TEPPUTOPHHM KOMITAHMM (MApKOBKH, CTOJIOBBIE, .paboune MecTa
COTPYIHHKOB, TyaneTbl). [lis TOro, 4ToObl y COTpYIHHKA BO3HHK HHTEpPEC K JaHHOMY
HOCHMTEJIIO, 3JOYMBILIIEHHUK MOXCT H4HECTH la 110CHTelhb JIOTOTHII KOMIIAHMM U
KaKylo-uuOyap noamuch. Hampumep, «aaHHble O IpoAaxax», —«3apruiata
COTPYAHHUKOBY, KOTYET B HAJIOrOBYIO» U IPYyroe.

Ycayra 3a yeayry

OCHOBHOLL YROP HU 006EPHUBOCTD

Wcnonb3yst 9TOT METOJ, 3/I0yMbIIUICHHHK MOPE/CTaBIsSCTCs COTPYAHUKOM
CIyx0Obl TEXHMYECKOH NOANEPKKM M CrpaumBaer o Hanuuuu cboeB B paboTe
NPOrpaMMHOrO  o0ecredeHus, MpellaracT MCIpaBUTh BO3HMKILME HENOJIaJKH
B cucTeMe 00 MpeaynpeauTh O BEPOSITHOCTH UX HACTYIUIEHUA, XOTs Ha CaMOM JieNe
npobaem B padote [1O He Bo3HMKaso. JKeprBa BEpUT B HATMHYHE HEUCTIPABHOCTEH H,
BBITIOJIHSAST YKA3aHUS XaKepa, JIMUHO nepelaéT eMy A0CTYT K BaXXHON HH(OPMALIUH.

PacnpocTpaHeHHbli  CleHapuil, KOraa nojib30BaTe/llb cam roBopuT 00
OTCYTCTBHMH BPCMEHH U coo61uae'r HCO6XO,"1MMHC napoJjin - ahast 1oro, 4TOOBI
COTPYAHMK TEXHHYECKOW MOANEPXKH CAMOCTOATENIbHO MpPOBE/ HEOOXOLUMbIe
MaHUNYJISALUNUH.

Oo0OparTHas coumaJbHas HHIKeHepus

OCHOBHOI YNOP HG 008EPHUBOCTINL, HEBHUMUINE.TbHOCINb

Mertoauka HampaBjieHa Ha To, u4rToObl xeprsa cama oOparuiach K
COLIMANLHOMY HMHXEHEpPY M BblAana €My HeOOXOAMMbIE CBEIEHMA. DTO MOMNKET
JIOCTUIaThCsl HECKOJIBKUMU ITYTAMM:

Bueapenne ocodoro ITO

OCHOBHOU YROP HA HEGHUMAMEALHOCIN

Ha »1eKTpOHHYIO MOUTY MOCTYMAET MUCHMO, HHPOPMHUPYIOLIEE O BO3MOMIBIX
cbosx B paboTe 4acTo HCMHOJbL3YEeMOro IporpaMMHoro obecredeHus (HanpuMep,
naket oucHbix nporpamm). B 3rom ke 1MCbME yKa3aHbl KOHTAKTHbLIE JaHHBIE
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cnegrajyincra TEXHUUECKOMN MOAAEPIKKH, HUCIMNOIL3YEMBIC 3JIOYMbBILIJIEHHUKOM. anl
BO3HMKHOBEHUMM c0oa B pabore Bblenepeuuciedsoro I10, nonab3oBaTeNnb
BCTIOMHHAET O paHee T[IOCTYNMBLIEM [PEAYIIPEKACHUH W CBS3BIBAETCH CO
3)'[0yMbIUIJl€HHHKOM B JIMUE TEXHHYECKOI'O ClICLIHaJIHCTa.

Takum 00pa3zoM, CHTYALIMs 3apaHee 1H0ACTPOEHA, M0JIL30BATE b CBA3LIBAETCS C
coumranbHeiM xakepoM. Hanaxwupas pabory [1O, npousBoasitcs HeoOXoAHUMBIE /s
B3JIOMA MAHHUIYJALMH. A KOTAa B3JIOM OOHAapy>XMBAEeTCH, COLMANBHBIA HHXEHEp
ocraércs BHE MONO3PEHMS (MOCKOJIBKY CO3MAE€TCs BIEHATICHHs, YTO OH MOMOTral
BaM).

JAKJIIOYEHHUE

C  y4eTOM  M3JIOKEHHOIO,  Cambleé  PaCNpOCTPAHEHHbIE  CLEHAPHH
BBILIEYKA3aHHBIX aTaK Peasm3yloTcs IyTeM email-pacchlIok.

IlpuunHOH TOMY OTHOCHTEIbHas ACLIEBM3HA M IPOCTOTA TaKUX METOJOB, a
Takxke Bbicokasi YIPPEeKTUBIOCTD.

Ha Texywuii MOMEHT LUENeBOH BEKTOP MNOAOOHBIX aTaKk 3HAYMUTENbHO
CMECTWJICS OT MOJydeHMs jJoctyna K uWHGOpMauuMu K €€  YHHYTONKEHHIO
(67I0KMPOBAHUIO) TYTEM MPUMEHEHUS BUPYCOB-LLIU(POBATHIIUKOB.

Jns pANOBBIX MOJbL30BATENEH CaMblil aKTyalbHblH M ASHCTBEHHbIH COBET —
BCerga OCTaBaThbCsAd OOUTENbHBIMH, MPOBEPSTh WHPOpMauuio 06 OTIpaBuTene,
Npex/e YeM MEepeHTH Mo CCLUIKE MM CKayaTk HpeanaracMbli ¢ain — yoeauTbes,
4TO 3TO HE BpPENOHOCHBIH pecypc. IlomyueHnble daiyibl mepex OTKPBITHEM
Heo0X0AMMO IMPOBEPUTH C MNOMOWBIO aHTuBupycHoro [1O. Crout Takxke
YAOCTOBEPUTLCS, UYTO AOMEH OTMPaBUTENs JAETMTUMHBIA W peaibHbid. B ciyuae
BOSHHKHOBEHHs COMHEHHUH, pEKOMEHIYEeTCs MPOBEPUTh, NCHCTBUTEIBHO JIM aJipecar
OTIPABIST AAHHOE MUCbMO M HBJACTCS JIM OH HACTOSILLIMM BJIa/C/bLEM AOMEHA W
(MIM) JICKTPOHHOI'O AILMKA, CBA3ABLIMCL C HUM KaKMM-TO aJbTepHATHBHBIM
crnocoOoM, HalpUMEp, UePe3 MECCEHKEP MM NO TeledoHy.

CBOEBPEMEHHOE BBLISBJIEHWE M [PECEUEeHHE aTakWd [103BONUT W30exarsh
Cepbe3HbIX [10CNECTBUI.

Y10 KacaeTcsi OPraHM3alMOHHbIX MEP, TO OCHOBOMW SIBAAETCS CUCTEMATUHECKOE
MOBBILIEHHE OCBEAOMAGHHOCTH  COTPYJ/IHMKOB B obiactH  WH(OPMALMOHHOM
0e30MacHOCTH.

Hccnenosanue komnanui B obnacti Wb nokassiBator, uto 38% opranusaimii
BOOOIIIE HE MPOBOAAT TPEHMHIH JUlsl COTPYAHUKOB 110 Boripocam Wb, a 37% nenaror
370 (hopmanbHO, 0e3 Kakoi-nnbo nposepku AHHEKTUBHOCTH. XOTsI NPOBOJHUTH
nepuoauyeckoe 00yyeHue ¢ KOHTPOJIEM MH(POPMUPOBAHHOCTH KAXIOTO COTPYAHHKA
kpaiHe BaxkHO. [lpu 3TOM nNpOUECC [IOBbILIECHMS OCBEAOMIEHHOCTH JOJKEH B
NepByl0 ouepelb ObIThb HANpaBieH Ha [IPAKTHHECKYI CTOpOHY obecredeHus
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0€30MacHOCTH, a KaXAblH COTPYAHMK JIOJKEIl [OIHMATh CBOM O00A3aHHOCTH U
OTBETCTBEHHOCTL 3a obecrieucHue Ub.

OTauyHas NpaKTUKa, KOrAa COTPY/AHMKM OnNoBewaroT noxapasaenenus Wb o
TOM, YTO MM MpPULIIO COMHHMTEIbHOE MUCbMO, OCOOEHHO €CITM 3aMETHO, YTO Haj
pacchUIKO} TiaTelbHO mopaboTanu. B Takom ciiydae, qaxe eciM 3apaxeHde Wi
yTE€YKa HMEIW MECTO, ELE MOXHO YCIleTh ONCPArHBHO OTpearnpoBaTh Ha aTaky M
MPHHATL KOHTPMEPDI.

OcHOBHbIE Mepbl MO 3aliMTe OT BbllIeNepeYUCJeHHbIX BHIOB
COUMABHBIX aTaK.

- Coxpausniite 6QuTeNbHOCTh. Beerya oOpamakTe BHUManue Ha OTIIPaBUTEIs
nKMceM W aJpec caita, rae cobmpaerech BBECTH KAaKWE-TO JIMYHbIE JaHHBIE.
Ecau 3To mourta Ha JOMEHe KPYIHOH opraiu3alliM, Y/JA0CTOBEPHTECH, YTO
IOMEH MMEHHO Takod M B HEM HET onevarok. Lciau ectb coMHeHus —
CBSKUTECH  C TEXMOJJICPXKKOM  WJIM  TpPEACTAaBHUTEJIEM  OpPraHM3aldd Mo
opHIHATBHBIM KaHalaM.

- Hcnoab3yiiTe TONBLKO A10BEPEHHbIC HOCUTEIH HHPOPMALIMH.

~ He nepexoaure Ha NOAO3PUTCIALHBLIC CaliThl W He CKauuBauTe
COMHMTEJIbHbIE (PANJIbI, OJMH H3 CAMbIX JYULUHX [OMOILIHHKOB COLHAIbHOMH
HHKEHEPUH — JHOOOMBITCTBO.

~ He ucnoap3yiiTe OAUH H TOT 2Ke NapoJab AN AOCTyNA K JIMYHBIM H
KOPIOpaTUBHBIM (pabounm) pecypceam.

- Hcnoab3oBanue AHTHUBHUPYCHOI'0 NpPorpaMMHOro ofecrevenust.
HenonyuieHue ero oTKI0YEH!s.

- CucTeMaTHYeCKHH MHCTpYKTaxk. Bce cOTpyAHMKM — AO/DKHBI  ObITh
NPOUHCTPYKTHPOBAHbBI O TOM, KaK BECTH ce0 npy 0OHapy M EHHH MONbITOK WK
OCYILIECTBIEHNS HE3aKOHHOTO NPOHMKHOBEHHS.




